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Al-driven Networks Working Group

Chair: Prof. Wang-Cheol Song [ philo AT jejunu.ackr ]
Co-Chair:

Co-Chair:

Mailing List:

1. Introduction

The APAN Al driven Networks Working Group (AINWG) plans to start at the APAN
50 meeting held in 2020. The aim of AINWG is to share experience to design,
manage, maintain, and protect the network using artificial intelligence (Al) and
escalate collaboration for Al driven networks in APAN community.

Combining human intellect and creativity with the massive computing power of Al
will create situations in which new design and management techniques may be
created that humans could not build on their own, but self-improving intelligent
algorithms will harness over time.

Beyond simply designing the network, Al will help manage, maintain and protect it.
As the Al powerin? traditional algorithms becomes more intelligent, it will find
faster and more foolproof methods of anticipating threats and cleaning the
network. Al will be able to better predict traffic as it collects and analyzes data in
real-time, so that network managers are better prepared for big events.

Next, with the combination o? Al-designed underlying network topologies and
Al-driven software-defined networking, we will eventually see more profound
evolutions of what networks are capable of, across all industries.

With all these advantages of Al-driven networks, AINWG intends to provide all
APAN members with the opportunity to efficiently design, manage, maintain, and
protect their respective national and research networks for the mutual benefits of
all participants.

2. Goal and Objectives

The ultimate goal of AINWG is to encourage the collaboration of technical
experiences and knowledge regarding Al-enabled networks. This will lead to the
development of an intelligent, scalable, sustainable, and easy-to-deploy technical
platform for each APAN member country to manage its respective national
research and education networks.

In addition, automated processing of incidents in a data-driven domain agnostic
manner without the need for expert rules would help significantly enhance
automation in Network Operations Centers (NOCs). Al techniques enable us to
discover co-occurring patterns in such a stream of alarms, and other events, which
helps to quickly identify the root cause in most fault scenarios, eventually
transforming a traditional NOC into an INOC (Intelligent Network Operations
Center). To this end, the Al-driven Networks Working Group (AINWG) in APAN will
target:

Sha?ing experience for developing Intelligence in NREN

Intelligent automation in APAN networks

Intelligent operation automation in NOCs

Collaboration to integrate intelligent networks in APAN community

3. Milestones/Actions
2020.08 — the proposal to setup AINWG will be submitted.

9 3 Al dri



(3) APAN Al driven Networks $Z1Z BoF MM

11:00 am ~ 12:00 pm
Chair: Wang-Cheol Song(KOREN Forum)
- Introduction to AINWG
- KOREN towards Al, Sung-uk RHA (NIA)
- A Smarter OF@TEIN+, Teck Chaw Ling(University of Malaya)
- IBN@KOREN, Muhammad Afaq, Wang-Cheol Song (KOREN Forum)

12:00 pm ~ 01:00 pm
Chair: Hidehisa Nagano(NICT)
- Applying Machine Learning to Service Network Platform Control, Hiroaki Harai (NICT)
- Traffic Engineering enabled via Machine Learning: Efforts for Improving Science Transfer
Performances, Mariam Kiran, Chin Guok (ESnet)
- A Brief Introduction to Al Network Deployment Plan at KOREN, Hyoung Woo Kim(KT)
- Status and Direction of the Network Intelligence for KREONET-S, Dongkyun Kim(KISTI)

I3 4. AINWG BoF Ald =27
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A2 KOREN Forum9| AlFdigty 5938 w47t S 20, F 8 Al
U-22] NICT9| Hidehisa Nagano’} &= &ol Ald= 353t
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oA AIE YEYA Ed"o] disto] Hgsto] EAT EEor ofortE
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- AA EEs T 7Y AR SRl o= A BoF Alde EH[Sks
AolE=, F= ARUEA HFEEY IRE SHFPoh AAFCE ESnpet,
Malaya tg}, NICTOlA 22 gt #H4 oA wl=ia dojajol, J&2oA
7Vt EyetolA= NIA, KOREN Forum/AlFdisty, KT, KISTIOA 2
A7 s SH3irh
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stH, All SDx A W& F/dsPAA], Al-driven networks F-3doHlth= vlAS
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Al for KOREN - Data Collection of platform

« Built a data collection and analysis platform for intelligent autonomous network implementation in the KOREN network

- Collect data by service (usage log, resource, performance, failure) systematically
- KOREN backbone traffic data efficiently collected
- NOC operation data and automatic collection

Build DevOps environment & - i
through Dockepr and Kubernetes Visualization using open source KOREN data API release
Brut=+K
ELK stack ‘ KOREN Data collection ‘
gr -84p s coll 1in 10 Is in real time
+ ZAN Accumulated about 20,000 dat inut
o NN - Accumulated about 20, ata per minute
docker  kubernetes P p
s / \ - Improved calculation speed and performance such as agent testing
s /
s / \ R
/ P \ .
s / \ N
b g / \ AN
s \

P

Vs ¥ A ]
IP-SDN Controller NFV Controller | | T-SDN Controller

Cloud Controller ‘
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= i 8o ol Aottt GNN(Graph Neural Network)® DRL(Deep
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IBN Closed-loop Application for KOREN Platform

IBN-Application
O ey Design Generatar Intent ML-Driven Network Management
. ‘ Deep Rei ing

K@) Resource

SR odeler
VNFG's Res-T’s

O senice

b Modeler

RGTs | ICTT's BN Topology
WY Realizer

- Receives service intents

- Generates polices and BN Manager
Uy

configurations

Monitoring

Network Traffic
Monitoring

VM Service Monitoring

- Requests the creation of
service through orchestrator

1P-SDN Controller

Service e e e e -
Activation i

- Receives monitoring
data from each domain
controller

Network
Configuration
Inventory

SDN SW API Menmt. — T

(Open Flow)
B Topology Computation Prov.

Mgmt Engine

ROADM
Service
Mgmt. Reservation Prov.

POTN Adaptor ROADM Adaptor

- Proactively updates the
system using Al

@gq‘lg‘) G
< i |
2 N o2y @ KOREN

% 7. KOREN Forum/AlFtigte] IBN@KOREN HHEALR

woM

4

*Director’s vision
How can we Predict Congestion
iy Planning your next transfer?
NetPredict:
LSTM-DL model
Tl T
RN - vy
10w [ [[BR B
HH ]
o Real-time Data
= e m PerfSonar(Loss,
QO3 cess busy than usual Throughput)
m Traffic: SNMP data

m  Flowbehavior: Netflow log

—_—
g @ ESnet

9a

13 8. ESnet9 Traffic Engineering via Machine Learning YHA}=

siammszse | 15 |



« A AAS] & WA W82 ESnet®] Mariam Kiran® Chin Guoke] “Traffic
Engineering enabled via Machine Learning: Efforts for Improving Science
Transfer Performances’@fF= A|Zo=Z 13 83+ Zo| x5t EfE AAY
ojg= st o] WAL A4S vE AU ASSHA de=EA SDN= &
sto] 8= Aud o Sl AFUE= H9se=t, DRL 7IH& AREShL, E
g AEFGo]HS E3SF] Google Cloud AollA #HETO=ZH, Self-Learning
Networkoll Higt H|ZS AAISHAH-

« A\ WHE= KT AP 40| “A Brief Introduction to Al Network
Deployment Plan at KOREN 2= A|l&E07 UHSIFHIH 9). KOREN EHA
ILE 3O TAIQ} failured 4 {3F Al NMS A|A”HIQ] 7S Avfistal, EH
ARE Jof| FAZE RS AAYol9] Y glo] failureE AESIL A1
ARE Lolfj= self-healing framework, KOREN SDIE &3] A&ZFo=Z
actione Fok= self-configuration framework®] tote] g5t

Al NMS system(cont.)

A schematic drawing of Al NMS system is illustrated in Figure 2.
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